SOP Upgrade Encryption Firmware via Web 1.1

NOTE:

SNMP Web Pro 1.1 uses encryption and signature verification firmware starting from version 1.1.8.M.
So when updating, it is important to differentiate between versions first. The following will introduce
version updates before or after 1.1.8.M.

Step 1: unzip SNMP1.1_FirmwareXXX.rar (password: 123).
Step2 : Close the firewall. (optional)
Step3 : Open SNMP Web Manager.

Step4 : Scan to obtain the SNMP web Pro IP address to be updated
online. Refer to Diagram 1-1 . Then open the web address in the
browser. Refer to Diagram 1-2.

SNMP Web Manager [ =],

System  Seftings Language Help

IP address MAC address [ Basicinfo | IP setings | Oniine upgrade | System manager | Static trap address | SMS |
192.168.160.28 60-19-29-87-04-0C

192.168.160.56 60-19-29-11-3F-B0 P address | 192.168.160.28
192.168.160.83 60-19-29-87-02-18
MAC address |60-19-20-87-04-0C

SNMP status: 1 [ | SNMP reset enable

Use system time- 01/27/2024 11:3344  Apply

allow Mutticast | Apply |

Output window

192.168.137 = [15:16:04] 192.168.160.56 Online successfully.

192.168.160 [15:30:28] Operation success

192 168102 Add [15:30:34] 192.168.160.56 Online successfully
- — [11:32:00] 192.168.160.28 Online successfully.

192.168.140 De

192.168.151

10.57.55

r
L

Diagram 1-1
« O | 192.168.160.28 Aty G O ¢« @ ¥ -
Q
SNMP Web Pro 14
Logn  Guest
. ______________________________________________________________________________ °
_____Information | PS information o
 Status. UPS made. Bypass Made UPS tamp_ 29.3 °C
=TT Auto reboot. enabled Converter mode. disabled
L ECO Mode: disabled Bypass when UPS s off trsabled +
Parameters sstling Bypass not allowed disabled Fautttype.
____ Comtal | UPS warning
Real-ime control
" system configuration | = =
= Input voltage. 234.4 V Input frequency. 49.0 Hz
SMS
LAN
‘Wake on
e Output voltage: 2337 V Output frequency 49.9 Hz
Event action Output current: 0.OA Load lavel: [10 %
Scheduled
System time

SNMP configuration
EMD calibration Battery voliage. 1008V Battery capacity 65 %
ACL Remaining backup time: 20 Min
BT
Event
Data log
Senial Porl Debug | EMD tomp. . 'C Humidity — %
Firmware Upgrade A1 Alarm2 -

Diagram 1-2


file:///D:/Program%20Files%20(x86)/Youdao/Dict/7.2.0.0703/resultui/dict/

Step5 : Click “Firmware Upgrade” to update online.

NOTE: Program file will be named upgradelXXX.tar.gz

1. |If the firmware version of SNMP Web Pro 1.1 is after 1.1.8.M (inclusive), it can be updated
directly. Refer to Diagram 1-3.
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2. If the firmware version of SNMP Web Pro 1.1 is before 1.1.8.M, it is necessary to first
configure the environment of SNMP Web Pro 1.1 so that it can update the encryption and
signhature firmware.

a) Update the provided configuration environment package. The configuration process is similar
to updating firmware, but SNMP does not restart. Refer to Diagram 1-4.

NOTE: configuration environment package will be ‘
named upgradel -EnvConfigure XXX.tar.gz
upgrade1-EnvConfigure 20231128.tar.gz
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b) Click upgrade to configure. After completing the configuration, please clear browser cache
for page configuration to take effect. This can ensure that future firmware updates will not
have unnecessary issues.Refer to Diagram 1-5 and Diagram 1-6.

NOTE: 1. Need password, default 12345678.

2. Clearing browser cache can be done using the Shift+Ctrl+Delete key combination.
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c) Afterwards, you can choose the provided encryption and signature firmware. Refer to
Diagram 1-7.

« C | 192.168.160.28 PR S « B o I < T I~
Information [ seloct | uparetel_1_8_M_ENG_20240202 far gz

“When upgrade successful the system will raboot.
UPS setting

Status:
Control —Upgrada package is selacted

System configuration

Diagram 1-7



Step6 : Click “Upgrade” button to execute upgrade action.

NOTE: Need password, default 12345678.

Step7 : When upgrade is complete, SNMP web Pro will restart . You can follow
the prompts on the page. Refer to Diagram 1-8.
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*Other:

1) What if the firmware version of SNMP Web Prol.1is before 1.1.8.M, but the encryption
firmware has been updated? Refer to Diagram 1-9.

It won't have any impact, it's just an update failure. At this point, simply configure the provided
configuration package.
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2) What happens if the encryption firmware is updated without refreshing or clearing the
cache after configuring the configuration package?

It may prompt "operation failure" or "unknown error". So remember to clear the cache to
prevent operation failure, please use the combination of Shift+Ctrl+Delete. Refer to Diagram 1-
10.
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3) After updating the new firmware, it was found that logging in with the default password
12345678 failed?

This may be because the firmware later modified the request or security authentication method.
For example, changing the "Get" request method to "Post", etc. This may cause the browser to
still have the previous page cache after firmware updates, resulting in unsynchronized front-
end and back-end authentication. So just clear the browser cache. please use the combination
of Shift+Ctrl+Delete. Refer to Diagram 1-11.
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